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Who is this guy? 

ÅJason Staggs 

ïGraduate Research Assistant 

ÅInstitute for Information Security ( iSec) 

ÅCrash Reconstruction Research Consortium (TU-CRRC) 

ïTRUE Digital Security 

ÅCyber Security Analyst  
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Why do we hack cars? 

ÅRelated work 

ïòExperimental Security Analysis of a Modern Automobileó 

ïòComprehensive Experimental Analyses of Automotive Attack 

Surfacesó 

ÅUnderstanding computer and network systems on cars 

ïUnderlying CAN protocol and components lack of 

authentication and verification of messages  

ÅUnderstanding potential points of vulnerability 

ïVehicle network security is in its infancy  

ÅBut most importantlyé 
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To prevent thisé 
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From turning into thisé 
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Because of this... 
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CAN Clock Project 

ÅResearch project developed as a proof of concept 

ïManipulating CAN nodes via CAN network 

ïReverse engineering CAN messages 

ï2003 Mini Cooper 
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Vehicle communication networks 

 
ÅCommon vehicle protocols 

ïCAN (Most widely used among manufactures) 

ïFlexRay 

ïLIN 

ïMOST 

ïJ1850 (GM/Chrysler) 

ïJ1939 (Heavy Trucks) 

ïJ1708/J1587 (Being phased out due to J1939) 

Å2008: All US cars use CAN for mandated EPA diag. 
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Interconnected vehicle networks 
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Controller Area Networks 

ÅBosch CAN standard 

ïDeveloped in the 80s  

ïEuropean automotive manufactures were early adopters  

ïMulti -master broadcast message system 

ïStandard Format 

Å11-bit message ID 

Å2^11 or 2048 possible message IDs 

ÅMFG. use of proprietary IDs for their ECUs 

ïExtended Format 

Å29-bit message ID 

Å2^29 or 537 million message IDs 

ÅUsed extensively by J1939 
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CAN Frame 

 

 

ïSOF ð Start of Frame 

ï Identifier ð Unique identifier for message along with priority  

ïRTR ð Remote Transmission Request 

ï IDE ð Identifier extension (distinguishes between CAN standard and 

CAN extended) 

ïDLC ð Data Length Code (frames have up to 8 bytes of data)  

ïCRC ð Cyclic Redundant Check sum 

ïACK ð Acknowledge 

ïEOF ð End of Frame 

ï IFS ð Intermission Frame Space 

 



 

Computer Science / www.isec.utulsa.edu  

Electronic Control Units (ECUs) 

ÅECUs designed to control: 

ïVehicle safety systems 

ÅEngine control unit  

ÅABS braking system 

ÅDoor locks 

ïNon safety critical systems  

ÅRadio deck 

ÅHVAC system 

ïThe list goes oné 

ÅProgrammable ECUs 

ïAllows MFGs to update firmware on ECUs 

ÅAverage modern day car has ~70 ECUs 
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Reverse Engineering CAN Messages 

ÅWhat we want to do: 

ïManipulate CAN enabled vehicle components (Instrument Cluster)  

ÅProblem: 

ïManufactures do not publish CAN message information about 

specific CAN components (ECUs) 

ÅMessage IDs 

ÅPayload information (Byte offsets)  

ÅSolution: 

ïA method for visually correlating physical system interactions 

with identifiable patterns. (Humans are good at this)  

ïFuzzing (DANGER WILL ROBINSON!!!) 
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Reverse Engineering CAN Messages 

ÅPassively captured CAN traffic during a staged test run 

ï In this case it was a staged automotive collision.. J  

ïMini Cooper vs. GMC Envoy (Check out TU-CRRC website for 

killer crash videos)  

ïData capture lasted for roughly 90 seconds  

ÅData Log gives us ~106,000 data entries of CAN 

messages 
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CAN Data Log 

ÅContained ~106,000 data entries 

ÅBash ñcut ïd. ïf3 cooperheadion.txt | sort | uniq ïcò 

ïOnly 15 Unique CAN IDs!? 

Message Frequency CAN IDs 

12706 153 

12706 1F0 

12706 1F3 

9460 1F5 

12707 1F8 

8899 316 

8899 329 
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Visually Identifying CAN Messages of Interest 

Message ID 0x153 Vehicle Speed  


