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Who is this guy?

A Jason Staggs

I Graduate Research Assistant

A Institute for Information Security ( iSec)

A Crash Reconstruction Research Consortium (TUCRRC)
I TRUE Digital Security

A Cyber Security Analyst
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Why do we hack cars?

A Related work

I OExperimental Security Anad ysi s
I oComprehensive Experimental Analyses of Automotive Attack
Surfaceso

A Understanding computer and network systems on cars

I Underlying CAN protocol and components lack of
authentication and verification of messages

A Understanding potential points of vulnerability
I Vehicle network security is in its infancy

ABut most i mportantlyé
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To prevent thisé
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Because of this...




i eC Tue UNiversiTy oF TuLsA
: ; 2 INSTITUTE FOR INFORMATION SECURITY

CAN Clock Project

A Research project developed as a proof of concept
I Manipulating CAN nodes via CAN network
I Reverse engineering CAN messages
I 2003 Mini Cooper




i eC Tue UNiversiTy oF TuLsA
: ; 2 INSTITUTE FOR INFORMATION SECURITY

Vehicle communication networks

A Common vehicle protocols
I CAN (Most widely used among manufactures)
I FlexRay

i LIN

I MOST

I J1850 (GM/Chrysler)

I J1939 (Heavy Trucks)

i J1708/J1587 (Being phased out due to J1939)

A 2008: All US cars use CAN for mandated EPA diag.
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Interconnected vehicle networks
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Controller Area Networks

A Bosch CAN standard
I Developed in the 80s

I Europeanautomotive manufactures were early adopters
I Multi-master broadcast message system

I Standard Format
A 11-bit message ID

A 2711 or 2048 possible message 1Ds

A MFG. use of proprietary IDs for their ECUs

I Extended Format
A 29-bit message ID
A 2729 or 537 million message IDs
A Used extensively by J1939
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CAN Frame
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I SOFO Start of Frame
I Identifier dUnique identifier for message along with priority
I RTRORemote Transmission Request

I IDEO Identifier extension (distinguishes between CAN standard and
CAN extended)

I DLCoData Length Code (frames have up to 8 bytes of data)
I CRCOdCyclic Redundant Check sum

I ACKOJAcknowledge

I EOFOENd of Frame

I IFSOIntermission Frame Space
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Electronic Control Units (ECUS)
A ECUs designed to control: 5

I Vehicle safety systems
A Engine control unit
A ABS braking system
A Door locks

I Non safety critical systems
A Radio deck
A HVAC system

i The |list goes one

A Programmable ECUs
I Allows MFGs to update firmware on ECUs

A Average modern day car has ~70 ECUs
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Reverse Engineering CAN Messages

A What we want to do:
I Manipulate CAN enabled vehicle components (Instrument Cluster)

A Problem:

I Manufactures do not publish CAN message information about
specific CAN components (ECUS)

A Message IDs
A Payload information (Byte offsets)

A Solution:

I A method for visually correlating physical system interactions
with identifiable patterns. (Humans are good at this)

I Fuzzing (DANGER WILL ROBINSON!!!)
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Reverse Engineering CAN Messages

A Passively captured CAN traffic during a staged test run
I Inthis case it was a staged automotive collision.. J

I Mini Cooper vs. GMC Envoy (Check out THCRRC website for
Killer crash videos)

I Data capture lasted for roughly 90 seconds

A Data Log gives us ~106,000 data entries of CAN
messages

crash.wmv
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Dearborn Group Format =x=x15
Head on Crash for IATAT
Tue Sep 20 16:34:00 2011

Tue Sep 20 16:35:47 2011

106600
Trigger Frame
Abh=solute

Timestamp, Channel, Frame ID, Frame ronym, Protocol, DataCount, Data, TX/Ex
11:55:49: 316.316.CAN - D.2.01 00 OO OO OO OO OO0 OO0.R=.
11:55:49: 336.336.CAN - D.8.00 00 FE 02 &C 12 9C

11:55:49: 329.329.CAN - D. CoO &1 00 OO0 00 0O 0O

11:55:49: 153.153.CAN - 0
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CAN Data Log

A Contained ~106,000 data entries

A Bas h id.éf8 ¢cooperheadion.txt | sort | unigic 0O
I Only 15 Unique CAN IDs!?

Message-requency CAN IDs

12706 153
12706 1FO
12706 1F3
9460 1F5
12707 1F8
8899 316
8899 329
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Visually Identifying CAN Messages of Interest

Time History of CAN ID 15

Message ID 0x153 Vehicle Speed




